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Abstract
DNA Cryptography can be defined as a hiding data in terms of DNA Sequence. In this paper we propose a hew DNA
Encryption Technique where three different types of ordering is use to make binary data into cipher text. The main stages
of this encryption technique are: Key Analysis, Data and Key Arrangement, Roll in encoding, Secondary Arrangement
and Shifting. Decryption process has six main steps to obtain the original binary data from the encrypted data and key.
Decryption steps are: Key Analysis, Shifting, Secondary Arrangement, Key Arrangement, Roll-out decoding, Data Ar-
rangement. Here key size is half of binary data and the key varies from data to data so key is used as one time pad. In this
paper we also discuss the implementation from sample data and security analysis for this given method.
Motivation: Most of the existing methods use static representation of DNA base to convert binary to DNA sequence but
here we avoid this step but finally we are able to convert them into DNA sequence. In our proposed method DNA base do
not contain static value. It makes it harder to decipher the encrypted data. For most of the existing method security total-
ly depends on key. Sometimes almost same key can reveal a part of real data. Here we worked with the frequency of DNA
base of the key so here 1% bit mismatch can produce totally different result so data does not reveal. So security depends
on its frequency as well.
Results: In the algorithm change of a single base of key can affect on whole data so even 99.99% matched key can’t re-
veal any part of the original data. Besides that, this algorithm produce comparatively smaller encrypted data and every
bit of encrypted data contains dynamic value so it is harder to break.
Availability: We used Matlab-V2015(a) for simulation of the algorithm.
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1 Introduction : .
Cryptography is the art of Data hiding. This is often con- 3. Rollin encoding

sidered as the primary defense of data privacy. Cryptography 4. Secondary Arrangement

using DNA sequence is a new approach. Here DNA sequence i

is used as the key and encrypted data also a sequence of 5. Shifting

DNA. It is very useful, as the key length has no limitation so

the security is better and with proper encryption algorithm it 21.1 Key analysis

can defend many attacks. In this paper we introduced a new First we need to calculate the key size. Key size depends

approach of DNA based cryptography. We described our
approach here step by step with proper example and imple-
mentation and security analysis is also given here.
2 Methods

The process can be divided into two steps.
2.1 Encryption

The whole encryption process is done in five steps. They
are.

1. Key Analysis
2. Dataand Key Arrangement

on binary data size. If the binary data has n bit then key size is
n/2. Key size varies data to data so key are generated and used
as one time pad. Key size can be very large or very small so
there is no limitation for same size different key. Once the key
is generated then the frequencies of DNA base A, T, C and G
are calculated. The frequency of A, T, C, G define the level
and order for the next steps.
212 Data and Key arrangement

In first step we calculated the frequency of A, T, C and G.
Now use that information for Data and Key arrangement. The
frequency of A defines the level of arrangement for Data. The



Saha R., Haque R.

term level of arrangement for data refers that how many times
A or V order arrangement will be applied on the data. For
example if frequency of A is 17 then the level of arrangement
for data is 17. That is mean A order arrangement is applied 17
times on data and order of arrangement is A as frequency of A
is odd number. Similarly level of arrangement for key refers
that how many times A or V order will be applied on the key.
For key arrangement, Level is equal to frequency of T and
similarly order is A if frequency of T is Odd and V if fre-
quency of T is Even. The order of A and V is given below:

Before V order: 1 2 3 a 5 6 7 8
After V order: 1 8 2 7 3 6 4 5
Fig. 1 - V-order

Here in fig. we see before we apply V order the bit posi-
tions is 1,2,3,4,5,6,7,8 After we apply V order then bit posi-
tion is 1,8,2,7,3,6,4,5 It mixed leftmost and rightmost bit to-
gether. To do that it take leftmost bit and then place rightmost
bit next to it of the data, then again leftmost and then right-
most bit from rest of the bits and continue it until end. A order
is also a special sequence of bit position of a data. Here A
order is given:

Before A order: 1 2 3 4 5 6 7 8

After A order: 1 3 5 7 8 6 4 2

Fig. 2 - A-order

Here in Figure 1 we see before A order is applied, the se-
quence of data is 1,2,3,4,5,6,7,8 and after A order is applied,
the sequence of data is 1,3,5,7,8,6,4,2. Here the first half is
filled with odd bit position from left to right and then even bit
position from right to left. There is a relation between A order
and V order. To get unordered or original data from an A-
ordered data we need to apply V order on that A ordered data
and to get unordered data from a V-ordered data we need to
apply A order on that V ordered data.

Or1g1na10rder:|1‘2‘3‘4|5|6|7|8|

A4
Aﬂeerrder:‘1|3|5|7|8|6|4|2‘

Aﬂer\forder:|1|2|3‘4|5|5|7|8|

Fig. 3 - Relation of A-order and V-order

213 Roll in encoding

After the Data and Key ordered in the calculated order and
level according to the frequency of A and T now both are
encoded in a process called ‘Roll-in’ (Clock wise rotation).

L
Nl

Fig. 4 - Roll in encoding

A

In this process 2bit binary data is used as a binary value.
So it can be 01,00,10 or 11 in decimal 0,1,2 or 3. Now this 2
bit binary value defines the rotation position for the key bit.
Here 1 bit key and 2 bit data is encoded to produce 1bit
Rolled-in data. For example if binary 2 bit is 01 that’s mean 1
in decimal and corresponding key bit is A then a is rotated in
clock wise one position and produce 1 bit Rolled-in data that
is T (from the given figure). Similarly if the data bit value is
11 and key bit is C then the Rolled-in data bit is T.

Binarydata : ‘0‘1‘1‘0‘1‘1‘0‘0‘
& C G A T
Rolledin data: G T G T
Fig. 5 - Rolled in data
214 Secondary arrangement

After produced the Rolled-in Data the next step is second-
ary arrangement. This is similar with the previous Data and
Key arrangement. Here the frequency of C is used to calculate
the order and level for the rolled-in data. The Rolled-in data is
arranged according to order and level and produced secondary
arranged data.

215 Shifting

This is the final step for this encryption process. The fre-

quency of G is used to calculate the shift position. For exam-
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ple if the frequency of G is 17 then the secondary arranged
data is shifted 17 bit left.

s ol fo]efr]ofifr]o]

After 1 bit
Left shift

After 2 bit

lef[sh.if[:‘1‘0‘1‘1‘0‘1‘1‘0‘0‘1‘

Fig. 6 - Shifting (left-shift)

After this step we get the final encrypted data. Now we can
send it via public network and send the original key via pri-
vate network
2.2 Decryption

The Decryption process has six main steps. They are most-
ly similar with the steps of encryption but there is difference
in their order. Those steps are:

Key Analysis

Shifting

Secondary Arrangement
Key Arrangement
Roll-out decoding

Data Arrangement

221 Key analysis

This is the same step that is used in encryption process. In
this step we calculate the frequency of A, T, C and G from
given key.

2.2.2 Shifting

After calculating the frequency of the DNA base from the
key, we use the frequency of G to shift the encrypted data.
This time we shift the encrypted data G bit right so that we
can get the actual secondary arranged data as we know the
secondary arranged data shift G bit left.

SoOarwWNE

s [ Jo o Jafofafifofo]r]

After 1bit
right shift

After 2bit

sonaan, [0 [ [ ]ofufufolifr]o]

Fig. 7 - Shifting (right shift)

223 Secondary arrangement

We have now secondary arranged data so now we use the
frequency of C to get the Rolled-in data. To do that, we calcu-
late the order and level. Level is the same as the frequency of
C and the order is V if frequency is Even number and order is
A if the frequency of C is Odd. We know A and V order are
reverse to each other so if the calculation define the order is A
then we arrange the secondary arranged data in V order in
frequency of C times to get the actual Rolled-in data. If the
calculated order is V then similarly we arrange the secondary
arranged data in A order in the frequency of C times to get the
actual Rolled-in data.
224 Key arrangement

Now we need to arrange the key according to the frequen-
cy of T. If the frequency of T is Even the order is V or if the
frequency of T is Odd then the order is A and the level is the
same as the frequency of T. This is same as encryption pro-
cess step data and key arrangement.

225 Roll out decoding

This Roll-out decoding is the reverse process of roll-in en-
coding. Here rolled-in data that we get from secondary ar-
rangement step and arranged key from key arrangement step
used as input and produce binary data. This is anti clockwise
rotation process.

A

N

G T

N/

Fig. 8 - Roll-out Decoding

Here we take 1 bit rolled-in data and 1 bit arranged key
then we rotate anti clockwise until both data bit match. Here
start position is the key bit. That’s mean we need to consider
rolled-in data bit fixed and rotate the key bit in anti clock wise
direction. If we have to move 2 positions to match them then
the binary data is 10, that is the binary value of 2. For exam-
ple if the rolled-in data bit is G and arranged key bit is C then
to match them we need to move C, 1 bit to get G in anti clock
wise direction. So the binary value is 10. So we get 2-bit bina-
ry value from 1 bit rolled-in data. After this step we get the
arranged binary data.

Rolledin data: ‘ C ‘ G ‘ A ‘ T ‘
oo Le [ e [T ]
BinaryDafa : ‘ 0 ‘ 1 ‘ 1 ‘ 0 ‘ 1 ‘ 1 ‘ 0 ‘ 0 ‘

Fig. 9 -Roll-out data

2.2.6 Data arrangement

After Roll-out decoding we gain the arranged binary data.
So now we have to rearrange the binary data. To do that we
need to calculate order and level from the frequency of A.
Level is the same as the frequency of A and the order is V if
frequency is Even number and order is A if the frequency of
A is Odd. We know A and V order are reverse to each other
so if the calculation define the order is A then we arrange the
arranged binary data in V order in frequency of A times to get
the actual binary data. If the calculated order is V then simi-
larly we arrange the arranged binary data in A order in the
frequency of A times to get the actual binary data.

3 Example
We illustrate the encoding and decoding with an example.
We use the same example for encryption and decryption. For
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example we use a massage, "This is year 2017". Now we will
show the encryption and decryption process with this exam-
ple.
3.1 Encryption

In Binary the data is :

01010100011010000110100101110011001000000110100
10111001100100000011110010110010101100001011100100
010000000110010001100000011000100110111

So the binary data size 136. So key size is (136/2) = 68.

Here we use the following as key:
CGGTGATGTTAACATAGATTCGGCACATTACTCTT
GTAGGTGTGGAATCACTTAGCTACGCGGCGAAG

3.1.1 Key analysis
Here,
Frequency of Ais: 17
So the data arrangement level is: 17 and
17 is odd data arrangement order is: A

Frequency of T is: 19
So the key arrangement level is: 19 and
19 is odd data arrangement order is: A

Frequency of C is: 13
So the secondary arrangement Level is: 13 and
13 is odd secondary arrangement Order is: A

Frequency of G is: 19
So secondary arranged data will shift 19 bit left.

312 Data and Key arrangement
Now we arrange the data and the key.

Data (before arrangement):

01010100011010000110100101110011001000000110100
10111001100100000011110010110010101100001011100100
010000000110010001100000011000100110111

Data (After arrangement):

00110110101010110011001000101110010000111000100
10000101110000100111011000000101101101000110000010
011000100001100011000001001100110001110

Key (Before Arrangement):
CGGTGATGTTAACATAGATTCGGCACATTACTCTT
GTAGGTGTGGAATCACTTAGCTACGCGGCGAAG

Key (After Arrangement):
CTTGGATGACCCTGACGGTGTCGTTCGGACCTGG
AATTATCTAGGAGTAAGCGTTCCTAAAGGTTAAA

3.1.3 Roll in encoding
Here we show the roll in encoding on the arranged data.
Arranged data:
00110110101010110011001000101110010000111000100
10000101110000100111011000000101101101000110000010
011000100001100011000001001100110001110
Arranged Key:
CTTGGATGACCCTGACGGTGTCGTTCGGACCTGG
AATTATCTAGGAGTAAGCGTTCCTAAAGGTTAAA
Rolled-in Data:

CACTTCGCATCATTGAAGTCGCTCTCTCCCGTCTG
ATTCAGGCGCAGCAGGGGTACGGAACATCGAGC

3.14 Secondary arrangement
The secondary arrangement is applied on the rolled in data
in this step.
Rolled-in Data:
CACTTCGCATCATTGAAGTCGCTCTCTCCCGTCTG
ATTCAGGCGCAGCAGGGGTACGGAACATCGAGC
Secondary Arranged Data:
CGGGTCTTATCCTCTGTGTCGCACACCAACCGTGC
GCCGGAAGGCACTATCTAACATCGCAAGTGGTG

3.15 Shifting
We shift left the secondary arranged data in this step. The
shifted data is transmitted to toe receiver.
Secondary Arranged Data:
CGGGTCTTATCCTCTGTGTCGCACACCAACCGTGC
GCCGGAAGGCACTATCTAACATCGCAAGTGGTG
Shifted Data (Final Encrypted Data):
CGCACACCAACCGTGCGCCGGAAGGCACTATCTA
ACATCGCAAGTGGTGCGGGTCTTATCCTCTGTGT

3.2 Decryption
After receiving the encrypted data the receiver decrypts the
data using the same key.
Encrypted Data:
CGCACACCAACCGTGCGCCGGAAGGCACTATCTA
ACATCGCAAGTGGTGCGGGTCTTATCCTCTGTGT
Key:
CGGTGATGTTAACATAGATTCGGCACATTACTCTT
GTAGGTGTGGAATCACTTAGCTACGCGGCGAAG

3.21 Key analysis
This is the same step that is used in encryption process.
Frequency of A is: 17
So the data arrangement level is: 17 and
17 is odd data arrangement order is: V (reverse of A)
Frequency of T is: 19
So the key arrangement level is: 19 and
19 is odd data arrange order is: A
Frequency of C is: 13
So the secondary arrangement level is: 13 and
13 is odd secondary arrangement order is: V (reverse of A)
Frequency of G is: 19
So secondary arranged data will shift 19 bit right.

3.2.2 Shifting
The reverse shift of encryption is applied to the encrypted
data.
Encrypted Data:
CGCACACCAACCGTGCGCCGGAAGGCACTATCTA
ACATCGCAAGTGGTGCGGGTCTTATCCTCTGTGT
Secondary Arranged Data (After Right Shift):
CGGGTCTTATCCTCTGTGTCGCACACCAACCGTGC
GCCGGAAGGCACTATCTAACATCGCAAGTGGTG

3.2.3 Secondary Arrangement

After shifting right shift) we get secondary arranged data.
Now we rearrange it to get Rolled-in data. To do that, we
need to use reverse order in same level. In this case we use V
order as it was arranged in A order.
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Secondary Arranged Data:
CGGGTCTTATCCTCTGTGTCGCACACCAACCGTGCGC
CGGAAGGCACTATCTAACATCGCAAGTGGTG

Rolled-in Data (After Secondary Arrangement):
CACTTCGCATCATTGAAGTCGCTCTCTCCCGTCTGAT
TCAGGCGCAGCAGGGGTACGGAACATCGAGC

3.24 Key Arrangement

Now we arrange the key in same format as in encryption
process.

Key (Before Arrangement):
CGGTGATGTTAACATAGATTCGGCACATTACTCTTGT
AGGTGTGGAATCACTTAGCTACGCGGCGAAG

Key (After Arrangement):

CTTGGATGACCCTGACGGTGTCGTTCGGACCTGGA
ATTATCTAGGAGTAAGCGTTCCTAAAGGTTAAA
3.25 Roll-out Decoding
Now we have arranged key and rolled out data. With the help
of Roll-out decoding arranged binary data can be gained.
Rolled-in Data:
CACTTCGCATCATTGAAGTCGCTCTCTCCCGTCTGAT
TCAGGCGCAGCAGGGGTACGGAACATCGAGC
Arranged Key:
CTTGGATGACCCTGACGGTGTCGTTCGGACCTGGAA
TTATCTAGGAGTAAGCGTTCCTAAAGGTTAAA

Arranged Data: (After Roll-out Decoding)
00110110101010110011001000101110010000111000100100
00101110000100111011000000101101101000110000010011
000100001100011000001001100110001110

3.2.6 Data Arrangement

Now we have data but it is arranged according to frequen-
cy of A .Now we rearranged it in V (for this case as we ap-
plied A order for arranging) order to get original data.

Arranged Data:

0011011010101011001100100010111001000011100010
01000010111000010011101100000010110110100011000001
0011000100001100011000001001100110001110

Original Data (After V-order in this case):

0101010001101000011010010111001100100000011010
01011100110010000001111001011001010110000101110010
0010000000110010001100000011000100110111

Now we get the original binary data that represent original
massage "This is year 2017".

4 Results

We analyzed the performance of this method in terms of
security.

. In this cryptography we use frequency of the DNA
base of the key so 1 bit change can affect on whole data so
even 99.99% matched key can’t reveal any part of the original
data. For example here is a situation where same encrypted
data is decrypted with original key, 3bit mismatched key,
2bit-mismatched key and only 1bit mismatched key and the
result is showed. First original key is used:

: ACCTATCACTTTATTTACCGGATACCCECARRAGGT
: CGETGATGITAACATAGATTCGGCACATTACTCITG
Original msg from Encrypted data :

fi»s

Encrypted Data
Given EKey

Discovery

Fig.10 - Result of original key
Now first three bit of the key is changed.

: ACCTATCACTTTATTTACCGGATACCCGCARRAGET
t ATCTGATGITAACATAGATTCGGECACATTACTCITG
P tAA U A-#

Encrypted Data
Given Key
Original msg from Encrypted data
fows
Fig.11- Result of 3bit change in key

Now last two bit is different of the key.

: ACCTATCACTTTATTTACCGGATACCCGCAARAGGT
1 CGETGATGTTAACATAGATTCGGCACATTACTCTAT
Original msg from Encrypted data : HhkLo= 1

fross

Encrypted Data
Given Eey

Fig.12- Result of 2bit changed key

Now only one bit change in first and last position of the
key.
¢ RCCTATCACTTTATTTACCGGATACCCECRARAGET

: AGGIGATGITAACATAGATTCGGCACATTACICTIG
Original mag from Encrypted data : @' To i

Encrypted Data
Given Eey

(a) Encrypted data using original key
t ACCTATCACTTTATTTACCGGATACCCGCRARRGET
: CGGTGATGITAACATAGATTCGGCACATTACTICTIT

-{77 m!

Encrypted Data
Given Key
Original msg from Encrypted data :

fro»»

(b) Encrypted data using changed key
Fig.13 - Result of 1bit change in key in first and last po-
sition

So as we see here only one bit mismatched can affect in
whole data. So to break this pure key is needed. Without
100% matched key no data can be gain.

. Here as the key size depends on data size and the
length of key is normally so we use key as one time pad as
there is enough available key for the long length data. So we
can get the benefit of one time pad in this cryptography.

. We use one time pad key here. That’s why known
plaintext analysis is not effective for this cryptography.

. We use roll-in encoding that produce output accord-
ing to the data bit so frequency analysis is not possible for this
cryptography. Here a sample result of frequency analysis is
given where same key with different data is used to produce
encrypted data.
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Key Encrypted data
20 30
15
20
10
10
5
] 1]
AT C G A T C G
Key Encrypted data
20 20
15 15
10 10
5 5
0
AT C G AT C G
Key Encrypted data
20 20
15 15
10 10
5 5
AT C G A T C G

Fig.14 - Frequency analysis of key and encrypted data

Here frequency analysis results show that encrypted data
frequency totally different from each other while key is same
for all of them. It shows that there is no relation between key
and encrypted data so key prediction from encrypted data is
not possible.

. Brute force is very time consuming for this cryptog-
raphy as key length is normally very large and almost same
key does not reveal any part of real data so this is not a good
crypto analysis for this algorithm.

5 Conclusion

In this paper we proposed a new algorithm for DNA cryp-
tography. Here we include some features of dynamic value for
encrypted data that make it harder to predict key from en-
crypted data, relatively small encrypted data size without
compromising security that save memory space, sensitivity to
frequency of DNA base of the key that ensure that only prop-
er key can reveal the original data. There is a future working
scope with this algorithm to reduce its complexity and make a

simplified key generation method. With further study we can
overcome those for better performance.
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Annomauusn
JTHK-kpunmozpaguro MoA#CHO onpedenums KaK cOKpvimue 0anuvix 6 nociedosamenvhocmu [JHK. B daunoii pabo-
me Mol npednazaem Hogulli memod JHK-wupposanus, 6 Komopom ucnonb3yiomes mpu pasiuyHblx muna ynopsoo-
yeHus 0J1 npeodpPa308aHusl OBOUYHLIX OAHHBIX 6 3auugposannbili mexcm. OCHOBHbIE IMANbl IMO20 Memooa wugp-
POBAHUSA: AHANU3 KNIOYA, PACCMAHOBKA OAHHBIX U KII0YA, C6EPMbIEAHUE 8 KOO, 6MOPULHAS PACCMAHOBKA U COBUR.
Ilpoyecc pacuwugposku cocmoum u3 wecmu OCHOBHBIX WA208 OISl NOAYHEHUSL UCXOOHBIX 0BOUUHBIX OAHHBIX U3 34-
wughposannvix dannvix u kuoua. [llasu pacuwugposku: ananus Kuoya, cogue, 6MOPULHASL pACCMANHOBKA, paccma-
HOBKA KNI0YA, pazeepmvléanie u3 Kood, pacCmano8ka 0anuvlx. 30ece pasmep Kuoua Ha NOA0SUHY COCMOUM U3 080-
UYHBIX OAHHBIX, U KIIOY USMEHACMCSA O OaHHBIX K OAHHbIM, NOIMOMY KIIOY UCHOIb3YEMCsl KAK 00HOPA308blll OI0K-
Hom. B smou cmamve mvl makoice 06cyscoaem peanusayuro U3 OAHHLIX 8blOOPKU U AHAIU3 Oe30NaACHOCMU 014 OdH-
HO20 Memooa.
Momusayus: B borvuuncmee cyuecmsylomux mMemooos UCnoab3yemcs Cmamuyeckoe npeocmagneHue 0CHO8aHUs.
JIHK ons npeobpaszosanus 080uuHol nociedosamenbHocmu 8 nociedogamenvhocms /JHK, oonaxo 6 oanHom me-
moode Mbl MUHYeM dMOM wlae, HO 8 KOHEYHOM UMOo2e UMeeM BO3MOICHOCMb NPeodpa306ams ux 6 nocie008amenb-
nocms [JHK. B npeonacaemom memooe ocnoganue /JTHK ne codepacum cmamucmuueckoeo 3Havenus. Smo oenaem
pacuu@posry Oanuwix 6oaee mpyouou. /s 601buUHCMEA CYWecm8yuux Memooos 0e30naACHOCIb NOTHOCIbIO
sasucum om kKmoua. Mnozoa Koy, umeiowull MUHUMAIbHbIE OMAUYUSL OM OPUSUHATLHO20, MOJCEm PACKPbIMb
uacms peanbubix 0anHbIX. B 0annom ciyuae mol pabomanu ¢ uacmomoui ocnosanus JJHK xknroua, nosmomy necoom-
semcmeue 8 1% oum mo2no 0amos co8epuieHHO OpPy2oll pe3yabman, 6 CesA3uU ¢ Yem OaHHble He pacKpbleanucs. Taxum
06pasom, 6e30naACHOCMb 3a8UCUN MAKICE U OM YACOMbL KII0Yd.
Pezynemamui: B oannom ancopumme usmeneHue eOUHCIMEEHHO20 OCHOBAHUS KIIOUA MOJICEN NOBIUAMb HA 8Ce OAH-
Hvle, max umo oadxce na 99,99% cosenadaiowuii K0y He MOACEM PACKPblMb KAKYIO-MO 4dACMb UCXOOHbIX OAHHbIX.
Kpome mozo, smom ancopumm npouzsooum sauugposartsie Oanuvle CPAGHUMENLHO MEHbULE20 pa3Mepd, U Kadic-
Obll bUm 3aUUPPOBAHHBIX OAHHBIX COOEPAHCUN OUHAMULECKOE 3HAUEHUE, NOIMOMY €20 CJLONCHee 83/10MAMb.
JHocmynnocma: /[i1 moOenupoganus areopumma ucnoivzoganacsy npozpavma Matlab-V2015(a).

Knroueswte cnosa: Ceepmoisanue, pazeemvisanue, JHK-uugpposanue.



