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Abstract 

DNA Cryptography can be defined as a hiding data in terms of DNA Sequence. In this paper we propose a new DNA 

Encryption Technique where three different types of ordering is use to make binary data into cipher text. The main stages 

of this encryption technique are: Key Analysis, Data and Key Arrangement, Roll in encoding, Secondary Arrangement 

and Shifting. Decryption process has six main steps to obtain the original binary data from the encrypted data and key. 

Decryption steps are: Key Analysis, Shifting, Secondary Arrangement, Key Arrangement, Roll-out decoding, Data Ar-

rangement. Here key size is half of binary data and the key varies from data to data so key is used as one time pad. In this 

paper we also discuss the implementation from sample data and security analysis for this given method. 
Motivation: Most of the existing methods use static representation of DNA base to convert binary to DNA sequence but 
here we avoid this step but finally we are able to convert them into DNA sequence. In our proposed method DNA base do 
not contain static value. It makes it harder to decipher the encrypted data. For most of the existing method security total-
ly depends on key. Sometimes almost same key can reveal a part of real data. Here we worked with the frequency of DNA 
base of the key so here 1% bit mismatch can produce totally different result so data does not reveal. So security depends 
on its frequency as well. 
Results: In the algorithm change of a single base of key can affect on whole data so even 99.99% matched key can’t re-
veal any part of the original data. Besides that, this algorithm produce comparatively smaller encrypted data and every 
bit of encrypted data contains dynamic value so it is harder to break.  
Availability: We used Matlab-V2015(a) for simulation of the algorithm. 
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1 Introduction  

Cryptography is the art of Data hiding. This is often con-

sidered as the primary defense of data privacy. Cryptography 

using DNA sequence is a new approach. Here DNA sequence 

is used as the key and encrypted data also a sequence of 

DNA. It is very useful, as the key length has no limitation so 

the security is better and with proper encryption algorithm it 

can defend many attacks. In this paper we introduced a new 

approach of DNA based cryptography. We described our 

approach here step by step with proper example and imple-

mentation and security analysis is also given here. 

2 Methods 

The process can be divided into two steps. 

2.1 Encryption 

The whole encryption process is done in five steps. They 

are. 

1. Key Analysis 

2. Data and Key Arrangement  

3. Roll in encoding 

4. Secondary Arrangement 

5. Shifting 

 

2.1.1  Key analysis 

First we need to calculate the key size. Key size depends 

on binary data size. If the binary data has n bit then key size is 

n/2. Key size varies data to data so key are generated and used 

as one time pad. Key size can be very large or very small so 

there is no limitation for same size different key. Once the key 

is generated then the frequencies of DNA base A, T, C and G 

are calculated. The frequency of A, T, C, G define the level 

and order for the next steps. 

2.1.2 Data and Key arrangement 

In first step we calculated the frequency of A, T, C and G. 

Now use that information for Data and Key arrangement. The 

frequency of A defines the level of arrangement for Data. The 
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term level of arrangement for data refers that how many times 

A or V order arrangement will be applied on the data. For 

example if frequency of A is 17 then the level of arrangement 

for data is 17. That is mean A order arrangement is applied 17 

times on data and order of arrangement is A as frequency of A 

is odd number. Similarly level of arrangement for key refers 

that how many times A or V order will be applied on the key. 

For key arrangement, Level is equal to frequency of T and 

similarly order is A if frequency of T is Odd and V if fre-

quency of T is Even. The order of A and V is given below: 

 
Fig. 1 - V-order 

 

Here in fig. we see before we apply V order the bit posi-

tions is 1,2,3,4,5,6,7,8 After we apply V order then bit posi-

tion is 1,8,2,7,3,6,4,5 It mixed leftmost and rightmost bit to-

gether. To do that it take leftmost bit and then place rightmost 

bit next to it of the data, then again leftmost and then right-

most bit from rest of the bits and continue it until end. A order 

is also a special sequence of bit position of a data. Here A 

order is given: 

 

 
Fig. 2 - A-order 

 

Here in Figure 1 we see before A order is applied, the se-

quence of data is 1,2,3,4,5,6,7,8 and after A order is applied, 

the sequence of data is 1,3,5,7,8,6,4,2. Here the first half is 

filled with odd bit position from left to right and then even bit 

position from right to left. There is a relation between A order 

and V order. To get unordered or original data from an A-

ordered data we need to apply V order on that A ordered data 

and to get unordered data from a V-ordered data we need to 

apply A order on that V ordered data.  

 

 
Fig. 3 - Relation of A-order and V-order 

 

2.1.3 Roll in encoding 

After the Data and Key ordered in the calculated order and 

level according to the frequency of A and T now both are 

encoded in a process called ‘Roll-in’ (Clock wise rotation). 

 
Fig. 4 - Roll in encoding 

 

In this process 2bit binary data is used as a binary value. 

So it can be 01,00,10 or 11 in decimal 0,1,2 or 3. Now this 2 

bit binary value defines the rotation position for the key bit. 

Here 1 bit key and 2 bit data is encoded to produce 1bit 

Rolled-in data. For example if binary 2 bit is 01 that’s mean 1 

in decimal and corresponding key bit is A then a is rotated in 

clock wise one position and produce 1 bit Rolled-in data that 

is T (from the given figure). Similarly if the data bit value is 

11 and key bit is C then the Rolled-in data bit is T. 

 
Fig. 5 - Rolled in data 

 

2.1.4  Secondary arrangement 

After produced the Rolled-in Data the next step is second-

ary arrangement. This is similar with the previous Data and 

Key arrangement. Here the frequency of C is used to calculate 

the order and level for the rolled-in data. The Rolled-in data is 

arranged according to order and level and produced secondary 

arranged data. 

2.1.5 Shifting 

This is the final step for this encryption process. The fre-

quency of G is used to calculate the shift position. For exam-
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ple if the frequency of G is 17 then the secondary arranged 

data is shifted 17 bit left. 

 

 
Fig. 6 - Shifting (left-shift) 

 

After this step we get the final encrypted data. Now we can 

send it via public network and send the original key via pri-

vate network 

2.2 Decryption 

The Decryption process has six main steps. They are most-

ly similar with the steps of encryption but there is difference 

in their order. Those steps are: 

1. Key Analysis 

2. Shifting  

3. Secondary Arrangement 

4. Key Arrangement  

5. Roll-out decoding 

6. Data Arrangement 

2.2.1 Key analysis 

This is the same step that is used in encryption process. In 

this step we calculate the frequency of A, T, C and G from 

given key. 

2.2.2 Shifting 

After calculating the frequency of the DNA base from the 

key, we use the frequency of G to shift the encrypted data. 

This time we shift the encrypted data G bit right so that we 

can get the actual secondary arranged data as we know the 

secondary arranged data shift G bit left. 

 

 
Fig. 7 - Shifting (right shift) 

 

2.2.3 Secondary arrangement 

We have now secondary arranged data so now we use the 

frequency of C to get the Rolled-in data. To do that, we calcu-

late the order and level. Level is the same as the frequency of 

C and the order is V if frequency is Even number and order is 

A if the frequency of C is Odd. We know A and V order are 

reverse to each other so if the calculation define the order is A 

then we arrange the secondary arranged data in V order in 

frequency of C times to get the actual Rolled-in data. If the 

calculated order is V then similarly we arrange the secondary 

arranged data in A order in the frequency of C times to get the 

actual Rolled-in data. 

2.2.4 Key arrangement 

Now we need to arrange the key according to the frequen-

cy of T. If the frequency of T is Even the order is V or if the 

frequency of T is Odd then the order is A and the level is the 

same as the frequency of T. This is same as encryption pro-

cess step data and key arrangement. 

2.2.5 Roll out decoding 

This Roll-out decoding is the reverse process of roll-in en-

coding. Here rolled-in data that we get from secondary ar-

rangement step and arranged key from key arrangement step 

used as input and produce binary data. This is anti clockwise 

rotation process. 

 
Fig. 8 - Roll-out Decoding 

 

Here we take 1 bit rolled-in data and 1 bit arranged key 

then we rotate anti clockwise until both data bit match. Here 

start position is the key bit. That’s mean we need to consider 

rolled-in data bit fixed and rotate the key bit in anti clock wise 

direction. If we have to move 2 positions to match them then 

the binary data is 10, that is the binary value of 2. For exam-

ple if the rolled-in data bit is G and arranged key bit is C then 

to match them we need to move C, 1 bit to get G in anti clock 

wise direction. So the binary value is 10. So we get 2-bit bina-

ry value from 1 bit rolled-in data. After this step we get the 

arranged binary data. 

 

 
Fig. 9 -Roll-out data 

 

2.2.6 Data arrangement 

After Roll-out decoding we gain the arranged binary data. 

So now we have to rearrange the binary data. To do that we 

need to calculate order and level from the frequency of A. 

Level is the same as the frequency of A and the order is V if 

frequency is Even number and order is A if the frequency of 

A is Odd. We know A and V order are reverse to each other 

so if the calculation define the order is A then we arrange the 

arranged binary data in V order in frequency of A times to get 

the actual binary data. If the calculated order is V then simi-

larly we arrange the arranged binary data in A order in the 

frequency of A times to get the actual binary data. 

 

3 Example 

We illustrate the encoding and decoding with an example. 

We use the same example for encryption and decryption. For 
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example we use a massage, "This is year 2017". Now we will 

show the encryption and decryption process with this exam-

ple. 

3.1 Encryption 

In Binary the data is : 

01010100011010000110100101110011001000000110100

10111001100100000011110010110010101100001011100100

010000000110010001100000011000100110111 

So the binary data size 136. So key size is (136/2) = 68. 

 

Here we use the following as key: 

CGGTGATGTTAACATAGATTCGGCACATTACTCTT

GTAGGTGTGGAATCACTTAGCTACGCGGCGAAG 

 

3.1.1 Key analysis 

Here, 

Frequency of A is: 17  

So the data arrangement level is: 17 and  

17 is odd data arrangement order is: A 

 

Frequency of T is: 19 

So the key arrangement level is: 19 and  

19 is odd data arrangement order is: A 

 

Frequency of C is: 13 

So the secondary arrangement Level is: 13 and  

13 is odd secondary arrangement Order is: A 

 

Frequency of G is: 19 

So secondary arranged data will shift 19 bit left. 

 

3.1.2 Data and Key arrangement 

Now we arrange the data and the key. 

 

Data (before arrangement): 

01010100011010000110100101110011001000000110100

10111001100100000011110010110010101100001011100100

010000000110010001100000011000100110111 

 

Data (After arrangement): 

00110110101010110011001000101110010000111000100

10000101110000100111011000000101101101000110000010

011000100001100011000001001100110001110 

 

Key (Before Arrangement): 

CGGTGATGTTAACATAGATTCGGCACATTACTCTT

GTAGGTGTGGAATCACTTAGCTACGCGGCGAAG 

 

Key (After Arrangement): 

CTTGGATGACCCTGACGGTGTCGTTCGGACCTGG

AATTATCTAGGAGTAAGCGTTCCTAAAGGTTAAA 

 

3.1.3 Roll in encoding 

Here we show the roll in encoding on the arranged data. 

Arranged data: 

00110110101010110011001000101110010000111000100

10000101110000100111011000000101101101000110000010

011000100001100011000001001100110001110 

Arranged Key: 

CTTGGATGACCCTGACGGTGTCGTTCGGACCTGG

AATTATCTAGGAGTAAGCGTTCCTAAAGGTTAAA 

Rolled-in Data: 

CACTTCGCATCATTGAAGTCGCTCTCTCCCGTCTG

ATTCAGGCGCAGCAGGGGTACGGAACATCGAGC 

 

3.1.4 Secondary arrangement 

The secondary arrangement is applied on the rolled in data 

in this step. 

Rolled-in Data: 

CACTTCGCATCATTGAAGTCGCTCTCTCCCGTCTG

ATTCAGGCGCAGCAGGGGTACGGAACATCGAGC 

Secondary Arranged Data: 

CGGGTCTTATCCTCTGTGTCGCACACCAACCGTGC

GCCGGAAGGCACTATCTAACATCGCAAGTGGTG 

 

3.1.5 Shifting 

We shift left the secondary arranged data in this step. The 

shifted data is transmitted to toe receiver. 

Secondary Arranged Data: 

CGGGTCTTATCCTCTGTGTCGCACACCAACCGTGC

GCCGGAAGGCACTATCTAACATCGCAAGTGGTG 

Shifted Data (Final Encrypted Data): 

CGCACACCAACCGTGCGCCGGAAGGCACTATCTA

ACATCGCAAGTGGTGCGGGTCTTATCCTCTGTGT 

 

3.2 Decryption 

After receiving the encrypted data the receiver decrypts the 

data using the same key. 

Encrypted Data: 

CGCACACCAACCGTGCGCCGGAAGGCACTATCTA

ACATCGCAAGTGGTGCGGGTCTTATCCTCTGTGT 

Key:  

CGGTGATGTTAACATAGATTCGGCACATTACTCTT

GTAGGTGTGGAATCACTTAGCTACGCGGCGAAG 

 

3.2.1 Key analysis 

This is the same step that is used in encryption process. 

Frequency of A is: 17 

So the data arrangement level is: 17 and  

17 is odd data arrangement order is: V (reverse of A) 

Frequency of T is: 19 

So the key arrangement level is: 19 and  

19 is odd data arrange order is: A 

Frequency of C is: 13 

So the secondary arrangement level is: 13 and  

13 is odd secondary arrangement order is: V (reverse of A) 

Frequency of G is: 19 

So secondary arranged data will shift 19 bit right. 

 

3.2.2 Shifting 

The reverse shift of encryption is applied to the encrypted 

data. 

Encrypted Data:  

CGCACACCAACCGTGCGCCGGAAGGCACTATCTA

ACATCGCAAGTGGTGCGGGTCTTATCCTCTGTGT 

Secondary Arranged Data (After Right Shift): 

CGGGTCTTATCCTCTGTGTCGCACACCAACCGTGC

GCCGGAAGGCACTATCTAACATCGCAAGTGGTG 

 

3.2.3 Secondary Arrangement 

     After shifting right shift) we get secondary arranged data. 

Now we rearrange it to get Rolled-in data. To do that, we 

need to use reverse order in same level. In this case we use V 

order as it was arranged in A order. 
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    Secondary Arranged Data: 

CGGGTCTTATCCTCTGTGTCGCACACCAACCGTGCGC

CGGAAGGCACTATCTAACATCGCAAGTGGTG 

    Rolled-in Data (After Secondary Arrangement): 

CACTTCGCATCATTGAAGTCGCTCTCTCCCGTCTGAT

TCAGGCGCAGCAGGGGTACGGAACATCGAGC 

 

3.2.4 Key Arrangement 

Now we arrange the key in same format as in encryption 

process. 

Key (Before Arrangement): 

CGGTGATGTTAACATAGATTCGGCACATTACTCTTGT

AGGTGTGGAATCACTTAGCTACGCGGCGAAG 

Key (After Arrangement): 

CTTGGATGACCCTGACGGTGTCGTTCGGACCTGGA

ATTATCTAGGAGTAAGCGTTCCTAAAGGTTAAA 

3.2.5 Roll-out Decoding 

Now we have arranged key and rolled out data. With the help 

of Roll-out decoding arranged binary data can be gained. 

Rolled-in Data: 

CACTTCGCATCATTGAAGTCGCTCTCTCCCGTCTGAT

TCAGGCGCAGCAGGGGTACGGAACATCGAGC 

Arranged Key: 

CTTGGATGACCCTGACGGTGTCGTTCGGACCTGGAA

TTATCTAGGAGTAAGCGTTCCTAAAGGTTAAA 

 

Arranged Data: (After Roll-out Decoding) 

00110110101010110011001000101110010000111000100100

00101110000100111011000000101101101000110000010011

000100001100011000001001100110001110 

 

3.2.6 Data Arrangement 

     Now we have data but it is arranged according to frequen-

cy of A .Now we rearranged it in V (for this case as we ap-

plied A order for arranging) order to get original data. 

Arranged Data: 

0011011010101011001100100010111001000011100010

01000010111000010011101100000010110110100011000001

0011000100001100011000001001100110001110 

 Original Data (After V-order in this case): 

0101010001101000011010010111001100100000011010

01011100110010000001111001011001010110000101110010

0010000000110010001100000011000100110111 

 

Now we get the original binary data that represent original 

massage "This is year 2017".   
 

4 Results 

We analyzed the performance of this method in terms of 

security. 

 In this cryptography we use frequency of the DNA 

base of the key so 1 bit change can affect on whole data so 

even 99.99% matched key can’t reveal any part of the original 

data. For example here is a situation where same encrypted 

data is decrypted with original key, 3bit mismatched key, 

2bit-mismatched key and only 1bit mismatched key and the 

result is showed. First original key is used: 

 

 
Fig.10 - Result of original key 

 

Now first three bit of the key is changed. 

 

 
Fig.11- Result of 3bit change in key 

 

Now last two bit is different of the key. 

 

 
Fig.12- Result of 2bit changed key 

 

Now only one bit change in first and last position of the 

key. 

 

 
(a) Encrypted data using original key 

 
(b) Encrypted data using changed key 

Fig.13 - Result of 1bit change in key in first and last po-

sition 

 

So as we see here only one bit mismatched can affect in 

whole data. So to break this pure key is needed. Without 

100% matched key no data can be gain. 

 Here as the key size depends on data size and the 

length of key is normally so we use key as one time pad as 

there is enough available key for the long length data. So we 

can get the benefit of one time pad in this cryptography. 

 We use one time pad key here. That’s why known 

plaintext analysis is not effective for this cryptography.  

 We use roll-in encoding that produce output accord-

ing to the data bit so frequency analysis is not possible for this 

cryptography. Here a sample result of frequency analysis is 

given where same key with different data is used to produce 

encrypted data. 

 

 

 



Saha R., Haque R. 

 6 

 

 

 

 

 

 
Fig.14 - Frequency analysis of key and encrypted data 

 

Here frequency analysis results show that encrypted data 

frequency totally different from each other while key is same 

for all of them. It shows that there is no relation between key 

and encrypted data so key prediction from encrypted data is 

not possible. 

 Brute force is very time consuming for this cryptog-

raphy as key length is normally very large and almost same 

key does not reveal any part of real data so this is not a good 

crypto analysis for this algorithm. 

 

5 Conclusion 

 In this paper we proposed a new algorithm for DNA cryp-

tography. Here we include some features of dynamic value for 

encrypted data that make it harder to predict key from en-

crypted data, relatively small encrypted data size without 

compromising security that save memory space, sensitivity to 

frequency of DNA base of the key that ensure that only prop-

er key can reveal the original data. There is a future working 

scope with this algorithm to reduce its complexity and make a 

simplified key generation method. With further study we can 

overcome those for better performance. 
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Аннотация 

ДНК-криптографию можно определить как сокрытие данных в последовательности ДНК. В данной рабо-

те мы предлагаем новый метод ДНК-шифрования, в котором используются три различных типа упорядо-

чения для преобразования двоичных данных в зашифрованный текст. Основные этапы этого метода шиф-

рования: анализ ключа, расстановка данных и ключа, свертывание в код, вторичная расстановка и сдвиг. 

Процесс расшифровки состоит из шести основных шагов для получения исходных двоичных данных из за-

шифрованных данных и ключа. Шаги расшифровки: анализ ключа, сдвиг, вторичная расстановка, расста-

новка ключа, развертывание из кода, расстановка данных. Здесь размер ключа на половину состоит из дво-

ичных данных, и ключ изменяется от данных к данным, поэтому ключ используется как одноразовый блок-

нот. В этой статье мы также обсуждаем реализацию из данных выборки и анализ безопасности для дан-

ного метода. 

Мотивация: В большинстве существующих методов используется статическое представление основания 

ДНК для преобразования двоичной последовательности в последовательность ДНК, однако в данном ме-

тоде мы минуем этот шаг, но в конечном итоге имеем возможность преобразовать их в последователь-

ность ДНК. В предлагаемом методе основание ДНК не содержит статистического значения. Это делает 

расшифровку данных более трудной. Для большинства существующих методов безопасность полностью 

зависит от ключа. Иногда ключ, имеющий минимальные отличия от оригинального, может раскрыть 

часть реальных данных. В данном случае мы работали с частотой основания ДНК ключа, поэтому несоот-

ветствие в 1% бит могло дать совершенно другой результат, в связи с чем данные не раскрывались. Таким 

образом, безопасность зависит также и от частоты ключа. 

Результаты: В данном алгоритме изменение единственного основания ключа может повлиять на все дан-

ные, так что даже на 99,99% совпадающий ключ не может раскрыть какую-то часть исходных данных. 

Кроме того, этот алгоритм производит зашифрованные данные сравнительно меньшего размера, и каж-

дый бит зашифрованных данных содержит динамическое значение, поэтому его сложнее взломать.  

Доступность: Для моделирования алгоритма использовалась программа Matlab-V2015(a). 

 

Ключевые слова: Свертывание, разветывание, ДНК-шифрование. 
 


